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Professional Summary
[bookmark: _GoBack]Cybersecurity professional around 8 years of experience in Application Vulnerability Management, Penetration Testing, and Cloud Security, specializing in Rapid7 InsightVM, Tenable Nessus, and other security tools to identify, assess, and mitigate risks. Skilled inpenetration testing of AWS cloud environments, IAM security hardening, and cloud misconfiguration assessments using industry best practices. Proficient in deploying and optimizing security scanning tools, managing remediation projects, and ensuring compliance with HIPAA, HITRUST, PCI DSS, CIS, NIST, and ISO 27001 standards. Skilled in penetration testing, risk analysis, Active Directory reconnaissance, and cloud security posture management. Experienced in collaborating with cross-functional teams, automating security processes, and providing actionable security insights. Certified in CEH, RHCE, and RHCSA, with a strong commitment to continuous learning and proactive cybersecurity strategies to enhance enterprise security.



Technical Skills	

	
Vulnerability Scanning & Penetration Testing Tools:  	Rapid7 InsightVM, Rapid7 InsightCloudSec, Tenable Suite (Nessus), Burp Suite Pro, Cobalt Strike, Sparta, Whois, Maltego, ZenMap, WhatWeb, Virus Total, IP DB Abuse, Shodan, John The Ripper, WpScan, Nikto, Wafw00f, Wireshark, Wappalyzer, Kali Linux, NMAP, OWASP ZAP, Dir Buster, Sqlmap, OpenSSL.
	Cybersecurity Expertise:	Web-Based Application Vulnerabilities (OWASP Top 10), Vulnerability Research, Application Security, Code Maintenance & Review, Azure Active Directory Reconnaissance, SIEM Tools.
	Penetration Testing Competencies:	Metasploit Project, Penetration Testing (Internet, Intranet, Web Application Penetration Tests, Wireless, Social Engineering), Manual Attack, Remote & On-Site Penetration Testing, Stealth Scans, Red Teaming, Web Applications Testing, External & Internal Penetration Testing.
	Security Policy and Compliance:	Tripwire, OpenSCAP, Nexpose

	Incident Response and Forensics:	EnCase, Sleuth Kit, Volatility
                              AWS Security Assessments                             EC2, VPC, IAM, S3, Lambda, API Gateway, CloudTrail, CloudWatch, AWS Config, GuardDuty, KMS, EKS, WAF, AWS Secrets Manager, Parameter Store
	Cyber-Attack Tactics, Techniques, & Procedures (TTP):	Active Directory Attack Techniques, MITRE ATT&CK, Enumeration Attack, Man-In-The-Middle (MITM) Attack.
	Operating Systems:	Linux (Cent OS, RHEL, Ubuntu, Kali Linux, Parrot OS), Windows (Windows 7, 8, & 10).
	Networking Knowledge:	TCP/IP Network Protocols, Routing protocols, DHCP, OSI Layers.
	Programming Languages:	Python, PowerShell.




Professional Experience

Title: Sr. Security Consultant (Penetration Tester)
Company: Robert Half
Client: Harris Health System	April 2024 – Till Date

Cybersecurity professional around 8+ years of experience in application penetration testing, vulnerability management, and cloud security. Skilled in manual security testing, cloud-based vulnerability assessments, web application security, and compliance frameworks such as PCI DSS, HIPAA, and SOX.

· Conduct manual penetration testing on cloud-based applications and infrastructure (AWS, Azure, GCP) to identify security vulnerabilities and misconfigurations.
· Conducted white-box and black-box penetration testing on web applications, Android apps, backend APIs, and cloud services.
· Performed vulnerability assessments on internal and external assets using tools like Burp Suite, Metasploit, Nessus, and Nmap.
· Identified and exploited security vulnerabilities (OWASP Top 10, SANS 25, CVEs) and provided remediation recommendations.
· Conducted red teaming and adversary simulations to test an organization's security readiness.
· Developed attack scenarios based on real-world threat intelligence and MITRE ATT&CK framework.
· Conducted threat modeling using methodologies like STRIDE & PASTA to identify security risks.
· Reviewed application design and architecture for security flaws and recommended best practices.
· Performed penetration testing on cloud services (AWS, Azure GCP), identifying misconfigurations and privilege escalation risks. 
· Assessed IAM policies, S3 bucket security, API gateways, and container security (Docker/Kubernetes).
· Perform in-depth IAM security assessments, analyzing role-based access controls (RBAC), least privilege enforcement, and authentication mechanisms to enhance cloud security posture.
· Utilize security assessment tools such as Burp Suite, Metasploit, Tenable Nessus, and Rapid7 InsightVM to detect, validate, and report vulnerabilities in cloud and web environments.
· Manually test web applications/APIs for security flaws, including SQL injection (SQLi), Cross-Site Scripting (XSS), Cross-Site Request Forgery (CSRF), and authentication bypass vulnerabilities without relying solely on automated scanners.
· Capture and analyze network traffic using tools like Wireshark and tcpdump to identify unauthorized data exfiltration, insecure protocols, and potential attack vectors.
· Report findings into vulnerability tracking systems, providing risk assessments, remediation recommendations, and validation guidance to development and security teams.
· Ensure compliance with regulatory frameworks such as PCI DSS, HIPAA, SOX, and NIST 800-53, performing security assessments to align with industry standards.
· Train and educate teams on OWASP Top 10 vulnerabilities, secure coding practices, and cloud security best practices to strengthen overall security posture.
· Collaborate with DevOps and cloud architects to integrate security into CI/CD pipelines, ensuring applications and infrastructure follow DevSecOps principles.
· Apply encryption and cryptographic techniques to secure cloud data, API communications, and identity management systems against unauthorized access.
· Managed the end-to-end Vulnerability Management Lifecycle using InsightVM to identify, assess, and remediate security risks.
· Installed and managed more than 50 InsightVM Scan Engines and Scan Assistants to perform comprehensive security scans across enterprise networks.
· Deployed and configured the InsightVM Security Console on Windows/Linux environments, ensuring optimal performance and integration.
· Configured and optimized more than 100 Insight Agents for continuous asset monitoring and real-time vulnerability detection.
· Conducted several vulnerability scans using customized scan templates and tailored scan settings for accuracy and efficiency.
· Created and maintained multiple asset groups and asset tags for efficient organization and classification of assets based on risk level and criticality.
· Performed more than 10+ policy scans to ensure compliance with security standards and industry regulations like HIPAA, HITRUST, PCI DSS, CIS, NIST, ISO 27001.
· erformed advanced AWS penetration testing on EC2, S3, API Gateway, Lambda, and RDS-backed applications.
·  Identified IAM privilege escalation paths involving inline policies, SCP gaps, and misconfigured trust relationships.
·  Conducted AWS S3 security assessments including ACL audits, bucket policy validation, encryption checks, and public exposure detection.
· Assessed AWS network configurations including Security Groups, NACLs, VPC flow logs, route tables, and exposed ingress paths.
· Reviewed and validated AWS GuardDuty findings, CloudTrail logs, and IAM Access Advisor data for threat investigation.
· Evaluated AWS KMS usage, identifying weak rotation policies, unsecured CMKs, and missing encryption standards.
· Performed container security testing for EKS workloads and Kubernetes RBAC misconfigurations.
· Conducted red-team cloud attack simulations including IMDSv1 exploitation for temporary credential theft.


Title: Sr. Security Analyst 
Company: Maya HealthCare Systems 	June 2023 – March 2024

Focus on actively exploiting vulnerabilities, vulnerability analysts concentrate on identifying, assessing, and facilitating the remediation of vulnerabilities and deep understanding of security concepts, methodologies, and tools.
	 
· Perform penetration tests on various systems, networks, and applications to identify vulnerabilities.
· Utilize a combination of manual testing techniques like Open Source Intelligence (OSINT) and automated tools like Tenable suite, Nessus to simulate real-world attacks.
· Actively attempt to exploit identified vulnerabilities with Metasploit framework to assess their real-world impact.
· Conduct social engineering assessments to evaluate the effectiveness of security awareness programs.
· Provide guidance on patch management processes to address and mitigate vulnerabilities.
· Implement continuous monitoring processes to identify new vulnerabilities and assess their impact using SEIM.
· Assess both network infrastructure and application layers for security weaknesses.
· Assess the risk associated with identified vulnerabilities, considering their potential impact and likelihood.
· Document findings, including detailed exploitation procedures and recommended mitigations.
· Generate comprehensive reports for technical and non-technical stakeholders.
· Conduct threat modeling to identify potential security threats and attack vectors relevant to AWS environments.
· Identify and exploit vulnerabilities that could lead to privilege escalation, such as misconfigured user permissions, group memberships, or AD trust relationships.
· Analyze cyber risks and prioritize vulnerabilities based on potential impact and likelihood, ensuring alignment with NIST800-53, 800-137, and 800-60 guidelines.
· Conducted cloud vulnerability assessments and penetration testing across AWS services focusing on IAM roles, API Gateway, S3, EC2, and ECS/EKS workloads.
· Performed AWS CIS Benchmark scans and validated security controls related to logging, networking, and identity protection.
· Identified misconfigured IAM policies enabling privilege escalation paths such as PassRole, UpdateAssumeRolePolicy, and Lambda invocation abuse.
· Evaluated encryption posture across AWS KMS, Secrets Manager, and RDS snapshots.
· Collaborate with other security teams, system administrators, and developers to remediate vulnerabilities.
· Stay updated on the latest attack techniques, tools, and security trends.
· Monitor and ensure compliance with security policies and standards.


Title: Sr. Application Security Penetration Tester (Cybersecurity)
Company: MOURI Tech	 May 2018 – Nov 2021

Uncovered key vulnerabilities while supporting cybersecurity operations as part of a 4-member infosec team at this global enterprise solutions provider; flagged and verified suspicious activities by meticulously performing user activity monitoring; tracked logs of firewalls and switch network routers; utilized Microsoft Cloud App Security to identify cyber threats across cloud networks. 

Penetration Testing & Vulnerability Assessment
· Recognized by leadership for overseeing a Vulnerability Analysis and Penetration Testing (VAPT) project for SAP servers; led a junior security analyst; mitigated security risk by discovering and closing unnecessary ports and services; exposed vulnerabilities.  
· Contributed towards a penetrating testing project for the Digital Team Web Application by documenting vulnerabilities; collaborated with a 2-member project team. Performed black, grey, and white box testing on Windows and Linux servers.
· Executed company-wide vulnerability analyses; leveraged Nessus to scan all network devices, including Firewall switches as well as Windows and Linux servers; reported security risks to network administrators and followed up for vulnerability patching.

Cybersecurity Infrastructure Improvement
· Enabled blocking of 50 potentially malicious spam per day by introducing automated spam filtering capabilities; supported Mimecast email security solution rollout; reviewed emails flagged by the software; strictly monitored emails sent to executives. 
· Contributed towards planning the introduction of an Endpoint Detection and Response (EDR) system to enable real-time threat detection; evaluated potential software vendors, including CloudStrike.
· Enhanced security observability by facilitating the deployment of the Microsoft Cloud App Security (Microsoft Defender) software.
· Boosted cybersecurity awareness by facilitating training sessions for ~640 personnel/year; educated new hires on corporate cybersecurity policies; guided existing employees on optimally adopting new cybersecurity software. 

Deadline Adherence & Cyber-Attack Technique Expertise
· Collaboratively addressed a high volume of 50+ suspicious login alerts/day within deadlines following the transition to a remote work environment; rolled out new cybersecurity policies.  
· Discovered an attempted security breach carried out via a brute force attack; pinpointed attacker domain and geolocation by performing digital forensics; immediately disconnected affected server from the network. 

Title: Security Analyst
Company: Crystal Codes Technologies	 July 2017 – April 2018

Dedicated Security Analyst with a proven track record of ensuring the security and integrity of systems and data. Seeking a challenging role to leverage my expertise in cybersecurity, risk assessment, and incident response to protect organizations from threats.
· Conducted regular security assessments and vulnerability scans to identify potential threats and weaknesses in the company's systems and infrastructure.
· Analyzed security logs and monitored network traffic for signs of unauthorized access or suspicious activities, proactively responding to security incidents.
· Collaborated with the IT team to develop and implement security policies, procedures, and standards to safeguard critical data and systems.
· Performed risk assessments and recommended security enhancements to protect the organization from cyber threats.
· Conducted penetration testing and vulnerability assessments to identify and address potential security vulnerabilities.
· Assisted in incident response activities, ensuring timely resolution of security incidents, and minimizing potential damage.
· Prepared detailed security reports and communicated findings and recommendations to management.
· Stayed up to date with emerging cybersecurity threats and trends, keeping the organization informed about potential risks.
· Worked with third-party vendors to assess and enhance security measures in outsourced services.
Title: UI/UX Developer
Company: L & T Finance Limited, Hyderabad India	 Jun 2016 – May 2017

· Involved in designing and implementing UI for the Self-service Application using jQuery AJAX framework and Widget based JavaScript programmed model.
· Followed the Agile and Scrum development methodologies.
· Developed screen functionality using HTML, CSS, JavaScript, and JQUERY.
· Used jQuery core library functions for the logical implementation part on the client side for all the applications.
· Developed client-side validation code using JavaScript and jQuery. 
· Involved in developing HTML and JavaScript for client-side presentation and data validation on the client side within the forms. 
· Involved in developing the Validations across the application using jQuery Validator plug in.
· Participated in defect review meetings with the team members using Bugzilla, Firebug, and Google’s Element Inspector.  
· Involved in implementing the UI to support all the major browsers.
· Worked with partners and clients at every stage of implementation of the integration, for instance to gather requirements, finalize analysis, and review completed implementation.
· Worked on a small POC using Angular 1.x and Ionic as suggested by the team.

Environment: HTML, CSS, JavaScript, JQUERY, AJAX, XML, Dreamweaver, Adobe Flash, agile and Windows.


Education

Master of Science (MS) in Cybersecurity, University of New Hampshire 	2023
· Project: Develop a Penetration Testing Framework to enhance efficiency and effectiveness of security assessments.

Bachelor of Technology in Computer Science, Osmania University	2017
· Programming Project: Played a key role in programming a fully functional Bluetooth-based app for food ordering and delivery management; wrote Java scripts; collaborated with a 2-member team.

Certifications: Certified Ethical Hacker (CEH), EC-Council; Red Hat Certified Engineer (RHCE), Red Hat; Red Hat Certified System Administrator (RHCSA), Red Hat.

Audited Courses: CISSP, Offensive Pen Testing, TryHackMe.
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